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Abstract - The usage of Internet of Things (IoT) devices is getting unavoidable lately, from handheld devices to factory automated 
machines and even IoT embedded automotive vehicles. On average, 100+ devices are connected to the IoT world per second, and the 
volume of data generated by these devices and added to the space is just too enormous. The value of the data costs more, and sometimes 
it is invaluable, and it may pull over the cybercriminals and eventually increases the number of cybercrimes. Therefore, the need to 
identify malware in IoT is a timely requirement. This research work applies Machine Learning (ML) models and yields an efficient 
lead to identifying the IoT malware using forensic analysis of their network traffic features by selecting the foremost unique features 
and combining them with the binary features of the malware families. An outsized dataset with many network traffic collections used 
various network traffic features. Thus, the proposed model's detection accuracy of almost 100% was achieved from the model during 
the experimental phase of the study, which was a result of the feature extraction process for each malware type. This model can be 
further improved by considering the fog level implementation of the IoT layer, where the learning will help identify a malicious packet 
transfer to the network at level zero. 
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