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Abstract - This paper presents a novel blockchain 
architecture to incorporate community-level trust into the 
organic food supply chain by hybridizing Proof of Authority 
(PoA) and Federated Byzantine Agreement (FBA) consensus 
protocols. Community-level trust is an important aspect in the 
organic agriculture industry. Organic farming, in most parts 
of the world, happens in small scale farms where the farmers 
represent rural and less-privileged communities. Even though 
third-party certification systems exist for quality assurance in 
organic farming, due to many socio-economic reasons, 
participatory guarantee systems (PGS) have become a 
popular alternative among organic farmers and consumers. 
However, such participatory guarantee systems are still prone 
to frauds and have limitations in scalability as well. With the 
recent rise of blockchain technology, there is an emerging 
trend to adopt blockchain technology to enhance the 
credibility of organic food supply chains and mitigate the risk 
of fraudulent transactions. However, despite the popularity of 
participatory guarantee systems among organic farmer 
communities, the blockchain researchers have paid little 
attention to develop blockchain architectures by adopting the 
community-level trust into their consensus protocols. The 
hybrid consensus mechanism presented in this paper 
addresses that gap in existing blockchain research. Apart 
from discussing the details of the proposed blockchain 
architecture and the underlying consensus protocol, this 
paper also presents a qualitative analysis on the proposed 
architecture based on expert opinions.  

Keywords - blockchain, community-level trust, Federated 
Byzantine Agreement, hybrid consensus mechanisms, proof of 
authority  

I. INTRODUCTION 

Consumer trust is an important aspect of organic 
farming. According to [1], consumer trust is a key 
prerequisite for establishing a market for credence goods, 
such as “green” products, especially when they are 
premium priced. Third-party certifications are commonly 
used to fulfill this need where a trusted organization 
accredits the quality of farming practices and the products 
of a particular farm. However, audits for such third-party 
certifications incur a significant cost for the farm being 
audited. Due to many reasons including the high cost of 
audit, third party certification is not a very trustworthy 
mechanism to ensure the credibility of organic food supply 
chains [2]. Alternatively, participatory guarantee systems 
(PGS) have become popular among organic farming 
communities, especially in rural areas since it helps avoid 
the entry barriers of third-party certification systems. 
According to [3], participatory guarantee systems are 
locally focused assurance systems that verify producers’ 
compliance to certain organic standards. PGS are based on 
active participation of stakeholders and are built on a 

foundation of trust, social networks, and knowledge 
building and exchange [3].  

According to [4], PGS are independent and 
decentralized systems of local communities that involve 
producers, consumers, students, professors, agronomists, 
etc. and the certification is based on a peer review 
conducted by the stakeholders through an annual visit to 
the farm. The key elements of this system are mentioned as 
participation, trust, transparency, learning process, 
horizontality, decentralization, formation of networks, 
local focus, and food security and sovereignty [4].  

However, this community-based certification system 
has inherent limitations which hinders the market growth 
for organic products. According to [3], in practice, PGS are 
often run and administered by NGOs or farmer´s 
associations, with limited smallholder involvement, which 
could be seen as a major flaw in terms of trustworthiness. 
Moreover, whether this community-based certification 
system could grow beyond the local market while 
preserving its original characteristics remains doubtful in 
terms of scalability. As the organic food industry has a 
potential to grow beyond local markets, the question of 
how to ensure trust still remains largely unresolved. In 
other words, it is important to research on the ways and 
means of incorporating the stakeholder communities to the 
certification process while addressing the issues of trust 
and scalability when the market is growing beyond local 
boundaries.  

In the recent past, many researchers have been 
interested in adopting blockchain technology to resolve the 
trust issue of food supply chains [5]. Blockchain refers to 
an emerging disruptive technology that enables the creation 
of decentralized information systems with immutable and 
trustworthy records of transactions. Blockchain-based 
systems in the domain of agriculture help provide a 
trustworthy link between farms and the external markets by 
keeping transaction records immutably in decentralized 
ledgers, thereby enabling the traceability of sequences of 
transactions pertaining to a particular lot of produce 
throughout its journey along the supply chain. Research on 
food supply chains mainly focus on ensuring the 
trustworthiness of the products, transparency of supply 
chain activities as well as the technicalities of the 
blockchain technology such as determining the most 
suitable architectures and consensus mechanisms which 
make the system scalable and secure [6]. Various 
traditional and hybrid consensus mechanisms have been 
proposed and tested in this context [7]. However, there is 
no evidence for a research that has attempted to incorporate 
the community’s consensus into the verification and 



Smart Computing and Systems Engineering, 2021 
Department of Industrial Management, Faculty of Science, University of Kelaniya, Sri Lanka 

 

78 

 

 

validation protocol (i.e., consensus mechanism or protocol) 
of a blockchain architecture in the organic food context. 

This research addresses the issue of developing a 
highly scalable blockchain architecture for the organic food 
supply chain with a consensus mechanism that hybridizes 
the traditional Proof of Authority (PoA) protocol with the 
Federated Byzantine Agreement (FBA) protocol. The key 
hypothesis here is that the community, as in the case of 
PGS, is a powerful component in the process of ensuring 
the credibility of organic food supply chains and hence, 
needs to be incorporated into the verification and validation 
process. However, this needs to be done without bypassing 
the formal regulatory process of the territory where the 
supply chain is being operated. It is assumed that by 
hybridizing the PoA protocol with the FBA protocol it 
would be possible to create a consensus mechanism, which 
enables the incorporation of the community dimension into 
the verification and validation process, while adhering to 
the formal regulatory procedures imposed by the governing 
bodies. Hybridizing both these consensus aims to mitigate 
the scalability issues and enhance trustworthiness. PoA is 
proposed to empower the authorized persons to propose 
blocks. While the size of the network increases, FBA 
resolves the issues of scalability and latency.  The hybrid 
blockchain architecture presented in this paper and its 
underlying consensus protocol is designed based on this 
assumption, after a thorough review of literature on 
existing consensus protocols as well as an interviewing 
process which involved different stakeholders of the 
organic food supply chain in Sri Lanka. The key objective 
of this paper is to present the details of the proposed 
blockchain architecture and also to have a discussion on the 
incorporation of community-level trust into the consensus 
mechanism pertaining to the organic food supply chain.  

The rest of this paper is organized as follows. Section 
II presents a summary of the existing literature on 
blockchain-based systems in the organic food industry. 
Section III provides an overview of current consensus 
mechanisms. Section IV then introduces the proposed 
blockchain architecture and the hybrid consensus 
mechanism. Section V carries a concept review on the 
proposed architecture as a simple qualitative analysis and 
section VI provides conclusions and directions for future 
work. 

II. LITERATURE REVIEW 

Adoption of the blockchain technology in the organic 
and other agricultural supply chains has been a trending 
topic since the recent past. Such research pays attention to 
avoiding a range of issues in agricultural supply chains 
such as inefficiencies, safety concerns and scandals, using 
blockchain technology. In [8], a blockchain-based model 
for rice supply chain management (RSCM) is proposed for 
the Food Corporation of India, to avoid significant wastage 
of rice and enhance the operational efficiency. In [9], a 
framework is proposed to trace out the major issues in 
traditional rice supply chain management and deploy 
blockchain technology to resolve these issues. In another 
notable research, a blockchain-based architecture is 
proposed for the traceability and visibility in the soybean 
supply chain [10]. In that research, an Ethereum-based 
smart contract is implemented and tested to govern and 
ensure the proper interactions among key stakeholders in 
the soybean supply chain. To ensure a high level of 

transparency and traceability, all the transactions are stored 
in the block chain’s immutable ledger with links to a 
decentralized file system (IPFS). Another traceability 
intended blockchain-based application is presented in [11], 
which focuses on the berries supply chain, with evidence 
of the proof of concept with a pilot study. Moreover, a 
commercially important blockchain implementation is 
reported in 2017 where Walmart has successfully tested 
IBM’s blockchain pilots for food provenance: pork in 
China and mangoes in America [12]. In that study, the 
challenges of implementing blockchain technology in the 
food supply chain and the opportunities for deploying 
blockchain solutions are also highlighted. Besides, an IoT-
based blockchain architecture for enhanced transparency 
and traceability in food supply chains is proposed in [13].   

Despite the undeniable benefits of blockchain, 
technical challenges and barriers to the adoption still 
remain. A study on the challenges and potential use of 
blockchain for assuring traceability and authenticity in the 
food supply chains is reported in [14] whereas another 
study on the challenges of adopting blockchain in food 
supply chains as well as a potential future direction by 
integrating blockchain with IoT is discussed in [15].  

A few researches have been done on the adoption of 
blockchain technology in the organic food supply chains as 
well. [16] evaluates the application of blockchain 
technology to improve organic or fair-trade food 
traceability from “Farm to Fork” in light of European 
regulations with the intention of shedding light on the 
challenges in the organic food chain to overcome, the 
drivers for blockchain technology, and the challenges in 
current projects. The findings of the research highlights, 
among a few more, 1. optimizing chain partner 
collaboration and, 2. the selection of data to capture in the 
blockchain as key challenges. Furthermore, easy 
verification of certification data, accountability, improved 
risk management, insight into trade transactions, simplified 
data collection and exchange, and improved 
communication are highlighted as key benefits. Moreover, 
a prototype implementation of a blockchain-based system 
addressing the traceability issue in organic food supply 
chains is presented in [17].  

III. OVERVIEW OF CONSENSUS MECHANISMS 

Consensus mechanism or protocol plays a critical role 
in the implementation of a blockchain-based system. In 
other words, it can be considered as the backbone of 
blockchain technology. In literature, there are numerous 
consensus mechanisms reported, each with their own 
strengths and weaknesses [18]. As the applications’ 
complexity grows, researchers have proposed hybrid 
consensus mechanisms where the features of traditional 
consensus mechanisms like Proof of Work (PoW) and 
Proof of Stake (PoS) are combined to have more advanced 
functionality. This section summarizes some existing 
literature on hybrid consensus protocols and introduces the 
two consensus protocols hybridized in this particular study 
to create a community-based blockchain architecture.  

An improved hybrid consensus algorithm is proposed 
in [19], combining advantages of the Practical Byzantine 
Fault Tolerance (PBFT) algorithm and the POS algorithm. 
According to them, the proposed algorithm reduces the 
number of consensus nodes to a constant value by 
verifiable pseudorandom sortition and performs 
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transaction witness between nodes. The improved 
algorithm is tested and verified in terms of throughput, 
scalability, and latency. In [20], for incognito payments 
like tips, a hybrid consensus mechanism is proposed, which 
consists of a public and private blockchain. The public 
blockchain is based on the Federated Byzantine Agreement 
(FBA) consensus algorithm while BRAVO's private, 
incognito blockchain is based on an anonymizing Proof-of-
Stake algorithm, which gives the end-users control on 
transaction speed, privacy, and cost. Furthermore, a hybrid 
consensus model (PSC-Bchain) composed of Proof of 
Credibility (PoC) and PoS consensus algorithms have been 
proposed in [21]. The PoS consensus is proposed as a 
means of saving energy. PoC is used to address the problem 
of coin collapse found in the PoS consensus method, and 
for credibility verification with the function of attack 
deterrence. Moreover, the model has combined a sharing 
mechanism with the proposed hybrid approach to 
emphasize security. The study has compared attack 
execution on both the classical blockchain and proposed 
hybrid blockchain, and also presented an attack analysis 
and security analysis. The experiment results have 
confirmed the enhanced scalability and performance of the 
blockchain-based e-voting system. Most of the existing 
studies on hybrid consensus mechanisms have focused on 
enhancing the security and scalability challenges. Notably, 
there is very little research in the agriculture domain, if not 
none, reported to have studied the adoptability of hybrid 
consensus mechanisms in their blockchain architectures.   
Given the nature of the problem being investigated, this 
study proposes to hybridize the PoA and FBA consensus 
protocols. The selection of these two protocols is based on 
a thorough desk review of existing consensus mechanisms 
[18] pertaining to the problem being investigated.  

A. Proof of Authority (PoA) 

The concept of Proof of Authority (PoA) was coined 
in 2015 by Gavin Wood, co-founder of Ethereum and 
Parity Technologies.  Later in 2017, a solution to spam 
attacks on Ethereum’s Ropsten test network using PoA was 
proposed [22]. Recently, the PoA protocol was adopted by 
commercial platforms such as Microsoft Azure, Ethereum 
Express, POA Network and VeChain [23]. PoA is 
considered a modified mechanism of Proof of Stake (PoS), 
which leverages the identity as a form of stake instead of a 
wealth (Ex. crypto tokens). Unlike Proof of Work (PoW), 
PoA eliminates the need of high computational power to 
validate a block. The core of this consensus is to empower 
the pre-authorized persons to create a new block of 
transactions by considering their individual identity as a 
stake. In other words, the block creator in PoA protocol 
puts his or her authority at stake when authorizing a 
transaction into the block. This acts as the key control 
mechanism to eliminate fraudulent transactions from the 
network. 

Even though PoA is adopted by some public block 
chains, it still lacks the full decentralization. The validator 
should be an identifiable participant and selected among 
the pre-authorized nodes by the network, thus the potential 
validator group is often relatively small compared tothe 
entire network [23]. Hence, it is more scalable while the 
group of validators are limited. Inherent features of PoA 
reveals that, though it sacrifices its decentralization, it 

achieves high throughput and scalability, and it is well 
suitable for private blockchains [23]. 

B. Federated Byzantine Agreement (FBA) 

Federated Byzantine Agreement is a consensus 
protocol stemming from the famous Byzantine Generals 
Problem [24], which explains a situation of avoiding 
complete failure of a decentralized peer-to-peer system 
while reaching a common consensus among majority, even 
though some of them are malicious. Other consensus 
protocols which belong to the same family includes the 
famous Proof of Work (Pow) protocol by Satoshi 
Nakamoto, the founder(s) of Bitcoin system as well as the 
protocols such as Practical Byzantine Fault Tolerance 
(PBFT) [25] and Delegated Byzantine Fault Tolerance 
(DBFT) [26]. PBFT is a promising consensus protocol, 
which is scalable when the group of nodes is small but 
becomes inefficient for large scale of networks [27]. DBFT 
is an advanced version of PBFT, which overcomes the 
scalability issue. FBA is the latest addition to the family, 
which ensures a robust decentralized system with the help 
of a concept called quorum slice [28], [29]. Several 
commercial blockchain systems such as Ripple and Steller 
have adopted FBA successfully [30]. FBA is the most 
preferred protocol among the members of the BFT family 
because of its high throughput, network scalability, and 
low transaction costs [31].  

As mentioned before, the novelty of FBA is its use of 
the concept of quorum slice to establish trust [29]. By 
definition, a quorum is a group of nodes that require to 
attain common agreement while communicating with each 
other. A quorum slice is a subset of a quorum, which is a 
small group of nodes in the system who have reached a 
consensus. In the FBA protocol, each participant node can 
choose which other nodes they trust, and their list of trusted 
nodes forms their quorum slice. Accordingly, it allows 
open-membership and forms decentralization. Quorum 
slices can be formed dynamically, thus an individual node 
can appear on multiple quorum slices called quorum 
intersection. This overlapping helps to achieve common 
consensus in a decentralized peer-to-peer network. 
Through the process of collective decision-making, it can 
surpass the impact of a faulty node's action. 

Despite the promising advantages, the FBA has some 
shortcomings as well [32]. In this mechanism, each 
participant node can choose which other nodes they trust, 
and their list of trusted nodes forms their quorum slice. In 
such a situation, the nodes usually choose the nodes with a 
higher reputation. In other words, whether FBA actually 
reduces centrality is questionable and only a few studies 
have been done to elaborate on this. In [32] they have 
proposed a reputation mechanism to incentivize all the 
peers to be validators in a democratic way in order to be 
trusted by other peers in the network.  

IV. PROPOSED FRAMEWORK 

The proposed framework encompasses all the 
processes of the organic food supply chain, from the farm 
to the end customer. However, in order to reduce the 
complexity of the initial model, the processes are limited to 
those that involve the farmer and supermarket. The 
important component of transportation has been removed 
from this version of the framework but will be included in 
the future frameworks. As depicted by Fig. 1, at each of 
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these supply chain components, there is a set of actions that 
need to be recorded in the blockchain system. The role of 
the consensus protocol is to keep those actions securely 
(immutably) recorded in the system so they could be traced 
back to recall the history.  

 

Fig. 1. Overview of the blockchain system 

There are two possibilities with regards to a supply 
chain action. First, the action could be fraudulent. For 
example, it could be an action, which is not compatible 
with the concept of organic farming such as a farmer 
mixing synthetic fertilizers with organic fertilizers. Such 
actions should not be allowed to be recorded in the system. 
Second, a particular farmer or supermarket would attempt 
to alter an action, which is already stored in the system, 
maliciously. For example, one might attempt to change the 
recorded figures in a quality test report. Avoiding both of 
these possibilities is critical to ensure consumer trust on the 
organic food supply chain.  

A blockchain system consists of a consortium of 
members known as nodes, who actively take part in the 
process of verification and validation of blocks. In the 
proposed architecture, there are two groups of members, 
namely, consortium members and community members. 
Consortium members are those who have a formal 
authority vested by the regulatory bodies to oversee, 
approve, and regulate actions in the organic food supply 
chain. For example, the agricultural inspector (AI) is a 
government appointed officer who has the authority to 
approve/verify some actions of farmers. Community 
members represent the communities of interest such as 
consumers, professionals, researchers, religious leaders, 
social activists, etc. These members do not have a formal 
authority but their participation in the verification and 
validation process of a particular action is very much 
influential to avoid fraudulent actions as well as alterations 
of records pertaining to past actions. Thus, in the proposed 
architecture, the involvement of the community members 
is considered vital in the process of validating a block.  

A. Block creation 

Block creation in the proposed architecture is done by 
the members of the first group (i.e., the group of members 
with authority).  In the proposed architecture, block 
creation happens according to the PoA protocol.  The 
member with the relevant authority pertaining to a 
particular action is given the chance to create a block and 
insert the record of the respective action into that block. 
However, the validation of the block (i.e., permitting the 
block to be added to the existing chain of blocks) is done 
based on a quantity defined as the stake of the member. The 
stake of a particular member is determined by the following 
formula.  

𝑆𝑖 = 𝐴𝑖 + 𝑅𝑖 + 𝑇𝑖    (1) 

Here, 𝑆𝑖 is the stake of the ith member of the system 
and 𝐴𝑖 , 𝑅𝑖 and 𝑇𝑖 are the authority level, reputation and the 
duration served of that member. Authority is coming from 
the position the respective member holds and the duration 
served is computed using the period in service. Reputation 
is a value attributed to the block creator by the community 
(i.e., the second group of members). The reputation is 
computed by the following formula.  

𝑅𝑖 = 𝐶𝑖 + 𝑄𝑖 + 𝑃𝑖
′ + 𝑃𝑖

′′  (2) 

Here,  

𝐶𝑖: Number of social connections of the ith member  

𝑄𝑖: Number of intersecting quorum slices of the ith 

member 

𝑃𝑖
′: The probability of creating a block 

𝑃𝑖
′′: Probability of success in validation 

B. Community-level trust 

Notably, the reputation (R) is a quantity related to the 

social recognition of the respective member. In other 

words, the community-level trust is incorporated into the 

system through this quantity of reputation (R). Thus, 

according to the equation (ii), the reputation is computed 

by involving the FBA protocol. To achieve a consensus, 

master node (i.e., node i) has to convince its own quorum 

slice rather than convincing a lot of nodes to trust. 

Accordingly, by the quorum intersection structure, the 

majority of the network nodes would be convinced, since 

each node trusts every other node on the network. Thus, by 

communicating with each other, if only the system-wide 

consensus is reached, that block is approved as a valid 

block and is appended to the existing chain of blocks. 

C. Regulatory governance procedure – rewards and 

penalties 

Participants’ honesty and engagement can make the system 

stable or unstable. The system needs to have control 

mechanisms put in place to encourage transparent and 

legitimate actions while penalizing fraudulent actions. 

Thus, a reward and penalty mechanism is a necessity for 

the system. In the proposed system, this reward and penalty 

mechanism is driven by a quantity called trust index (I), 

which is defined by the following formula. 

𝐼𝑖 =  𝑃𝑖
′ + 𝑃𝑖

′′   (3) 
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Here,  
𝑃𝑖

′: The probability of creating a block 

𝑃𝑖
′′: Probability of success in validation 

The block creating node gets a reward for each 
successful validated block and the validating nodes in the 
block also get rewarded accordingly for the contribution to 
validate the block. This mechanism ensures the continuous 
engagement of the validators and helps sustain the 
blockchain system in the long run. There is also a penalty 
mechanism to remove a block creator from the consortium 
for any fraudulent activity after setting its trust index to 
zero. 

D. System overview 

The proposed blockchain system works as follows. 
The actors involved with the organic food supply chain do 
actions and transactions. When an action or a transaction is 
initiated, a member from the consortium members will 
become the master node, which is the member who has the 
highest stake to initiate a block. As mentioned earlier, the 
master node is a consortium member who has a formal 
authority to oversee, authorize and regulate actions and 
transactions of supply chain actors. As represented by 
equation (i), authority is a component of the stake of the 
consortium member. Thus, this part comes from the PoA 
component of the architecture. 

Once a block is initialized, the master node attempts to 
reach a consensus in its own quorum slice. If a consensus 
is reached within that quorum slice, the members of that 
quorum slice communicate it to the other quorum slices 
they are involved in, through the quorum intersection 
structure. If a substantial percentage of the network reaches 
a consensus, the block is said to bevalidated and is added 
to the existing blockchain. This part of the consensus 
mechanism comes from the FBA component of the 
architecture.  

As an example, if a farmer needs to record a seed 
certificate he just obtained in the blockchain, the 
agricultural officer is the formally authorized person to 
initiate the block when he signs the certificate. For the 
agricultural officer to initiate this block, he must have the 
required stake set by the system. In other words, the 
reputation of the agricultural inspector as well as the 
duration in the system will also affect the ability to initiate 
the block. After initiating the block, the agricultural 
inspector must convince the members of his quorum slice, 
who could also represent communities of interest such as 
the local head of police, the religious priests, other 
neighbouring farmers, professionals, etc. If a consensus 
was reached within the slice, the individual members can 
propagate the details of the block to their other quorum 
slices through quorum interactions. Through this 
mechanism, it is expected to reach deeper into communities 
of interest. If and only if a significant percentage (say 67%) 
of the network reaches consensus, the respective block 
carrying the record of the seed certificate would be added 
to the blockchain. The idea of quorum slices is depicted by 
Fig. 2. 

 

 

 

 

Fig. 2. An example of quorum slices having key officials in the 

intersections 

V. CONCEPT REVIEW OF THE PROPOSED ARCHITECTURE  

As the proposed framework is yet to be implemented 
and tested, as a first phase of validation, a concept level 
validation of the architecture was done with the 
involvement of experts in blockchain technology. A series 
of open-ended interviews were conducted with two 
academics with a sound track record in blockchain research 
as well as a practitioner from a leading software 
development company in Sri Lanka. The interviews were 
basically conductedfocusing on the novelty and potential 
validity of the idea of adopting the community-level trust 
into a blockchain consensus protocol. According to the 
feedback of the experts, incorporation of community-level 
trust into the consensus protocol is a novel and a desired 
idea. Moreover, according to the experts’ 1) incorporating 
the stakeholder communities to the certification process 
will strengthen the trust over the product 2) hybridizing the 
consensus protocol will mitigate the lapse of each and 
enhance the security and scalability of the system 3) a good 
incentive mechanism is required for the system to sustain 
4) a solid reward mechanism and meticulous penalty 
mechanism should be defined to make the participants 
behave honestly. The experts’ feedback further included 
some key limitations such as the difficulty of maintaining 
the credibility of the system while confronting the cultural 
barriers and social norms.  

VI. CONCLUSION AND FUTURE WORK 

The architecture presented in this paper is novel 
mainly due to the hybridization of two existing consensus 
protocols, namely, the Proof of Authority (PoA) and 
Federated Byzantine Agreement (FBA). Through this 
hybridization it is expected to obtain better consumer trust 
due to the incorporation of community-level trust into the 
consensus protocol as well as due to the enhanced 
transparency and scalability resulting from that. Besides, 
this is one of the very few hybrid blockchain architectures 
proposed aiming at the organic food supply chain. This 
paper explains the conceptual design of the proposed 
blockchain architecture in detail, giving insights into the 
basic components of the hybrid consensus mechanism. 
Furthermore, it presents a concept-level validation of the 
idea of incorporating community-level trust into the 
consensus protocol of the blockchain architecture, with the 
involvement of a few active researchers and practitioners.  
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However, this conceptual design needs to be tested to 
see its dynamic properties such as sustainability and 
scalability. After all, there is a highly significant social 
component due to the involvement of communities of 
interest in the block validation process. As this might bring 
lots of human-behaviour related dynamics into the actual 
behaviour of this blockchain system, the scalability and 
sustainability of this architecture is very much 
unpredictable. Hence, the testing of this system is thought 
to be done best in a simulation environment rather than in 
a real environment. There, the agent-based social 
simulation (ABSS) is looked at as a candidate approach in 
the testing process. As ABSS is acknowledged as the third 
way of doing science [33], mainly due to its ability to study 
emergent properties of complex social systems, it seems to 
be well suited to the testing of a complex system like this. 
Thus, future work of this research would be conducting 
experiments on the dynamic properties of the proposed 
blockchain architecture using the ABSS approach. Such 
experiments would reveal the potential limitations of the 
design and allow necessary corrective actions to be taken. 
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